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Overview of the PCNS Management Pack

The Microsoft Password Change Notification Service enables password changes made in Active Directory to be synchronized in real time to Microsoft Identity Integration Server (MIIS) 2003 or the Microsoft Enterprise Single Sign-On (ENTSSO) service. These components can then send the password change in real time to other identity repositories that are configured as targets for the password change, simplifying password management in organizations with multiple user identity repositories.   
The Password Change Notification Service component must be installed and running on all domain controllers in a domain that is synchronizing with the configured targets. If the Password Change Notification Service is not installed and running on a domain controller, then any password changes that originate on that domain controller are not synchronized with MIIS 2003 or the Enterprise Single Sign-On service.  

The PCNS Management Pack for Microsoft® Operations Manager (MOM) monitors PCNS components and provides information necessary to ensure that:

· All necessary services that support the PCNS are running.

· Password notifications are occurring normally.

· All events that can adversely affect PCNS are visible.

The PCNS Management Pack collects events placed into the Application log by the PCNS. The management pack contains expert knowledge, including a processing rule for every event that PCNS generates in the Application log. Important events are reported to indicate possible service outages, configuration problems, and degraded performance so that corrective or preventive actions can be taken in a timely manner. For example, the PCNS Management Pack alerts you to the following conditions:

· PCNS errors requiring administrative intervention

· Events indicating service outages on domain controllers running PCNS
· PCNS warnings indicating configuration issues 

By deploying MOM together with the PCNS Management Pack, you can monitor servers running PCNS to maximize the availability of your identity integration solutions.

PCNS Management Pack Monitoring Scenarios

The PCNS Management Pack provides monitoring data for the password synchronization scenario. This data is sent to a central console that can be monitored by the Network Operations Center. 

Active Directory Password Synchronization to MIIS 2003
You can use the PCNS Management Pack to ensure the availability of this PCNS password synchronization solution that uses MIIS 2003 to keep passwords synchronized across systems. In this scenario, the PCNS Management Pack:

· Monitors the availability of PCNS components and services that are required to keep passwords synchronized.

· Notifies the appropriate team when PCNS notifications are not being delivered successfully.

· Provides methods for escalating specific issues to the PCNS administrator or application owner for resolution.

Microsoft Enterprise Single Sign-On Password Population
You can use the PCNS Management Pack to ensure passwords are synchronized into the ENTSSO database. In this scenario, the PCNS Management Pack:

· Monitors the availability of PCNS components and services that are required to keep passwords synchronized.

· Notifies the appropriate team when PCNS notifications are not being delivered successfully.

· Provides methods for escalating specific issues to the PCNS administrator or application owner for resolution.

PCNS Components

There are three primary components that comprise the PCNS password synchronization solution.
Password Filter Dynamic Link Library (PCNSFLT.DLL)

The password filter obtains clear text passwords from Active Directory. This filter is loaded by the Local Security Authority (LSA) on each domain controller participating in password distribution to a target server. After this filter is installed and the domain controller is rebooted, this filter begins to receive password change notifications for password changes that originate on that domain controller. 

Password Change Notification Service (PCNSSVC.EXE)

The password notification service receives password change notifications from the local password filter, queues them for the target servers, and delivers the notifications. The service takes care of security details such as encrypting the password, and ensuring that the password remains secure until it is successfully delivered to the target servers.

Password Change Notification Service Configuration Utility (PCNSCFG.EXE)

The PCNSCFG configuration utility manages and maintains the Password Change Notification Service configuration parameters stored within Active Directory, such as defining the target servers, the password queue retry interval, and enabling or disabling a target server. Because the service configuration is stored as an object in Active Directory, it is only necessary to update the configuration on one domain controller. Active Directory replicates the change to all other domain controllers.

The PCNS password synchronization solution works together with other system components, including:

· MIIS 2003
· BizTalk Server 2004

· Host Integration Server 2004

· Microsoft® SQL Server 2000
· Microsoft® Windows® operating systems

PCNS monitoring can be enhanced greatly by installing other available management packs in addition to the PCNS Management Pack. 

The following figure illustrates the process of synchronizing a password change request from an Active Directory domain controller to other connected data sources. For more information about MIIS 2003 infrastructure, see the Microsoft® Identity Integration Server 2003 Technical Library at http://go.microsoft.com/fwlink/?LinkId=18080.
Figure: PCNS and Related Components
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1. The user initiates the password change request by pressing Ctrl+Alt+Del. The password change request, including the new password, is sent to the nearest domain controller. 

2. The domain controller records the password change request and notifies the password change notification filter (Pcnsflt.dll). 

3. The password change notification filter sends the request to the PCNS. 

4. The PCNS verifies the password change request, then authenticates the service principal name (SPN) by using Kerberos, and forwards the password change request in encrypted RPC to the MIIS 2003 target server. 

5. MIIS 2003 validates the source domain controller, then uses the domain name to locate the management agent that services that domain, and uses the user account information in the password change request to locate the corresponding object in the connector space. 

6. By using the join table information, MIIS 2003 determines the management agents that receive the password change, and pushes the password change out to them.

For optimal monitoring with MOM, it is recommended that you install the management packs for all the building blocks of the solution you are deploying in addition to the PCNS Management Pack. For a complete listing of the management packs that you should install with the PCNS Management Pack, see “Appendix A: Additional Management Packs Recommended for Use with PCNS” later in this guide.

Recommended Knowledge and Skills

To deploy and operate the PCNS Management Pack, it is recommended that you possess the following knowledge and skills:

· Working knowledge of the monitoring features in MOM.

· Basic understanding of the three MOM design architectures, and knowledge of the specific design architecture that is deployed in your organization. For more information about MOM design architectures, see “Architecture Overview” in the MOM SP1 Deployment Guide at http://go.microsoft.com/fwlink/?LinkId=18083 or the MOM 2005 Deployment Guide at http://go.microsoft.com/fwlink/?LinkId=33536.

· Be familiar with the recommended process for testing, piloting, and deploying Management Packs as described in “Deploying Management Packs” in the MOM SP1 Deployment Guide at http://go.microsoft.com/fwlink/?LinkId=18083 or the MOM 2005 Deployment Guide at http://go.microsoft.com/fwlink/?LinkId=33536.
· Possess a working knowledge of MIIS 2003. For information about MIIS 2003, including terms and definitions, see Microsoft Identity Integration Server 2003 Help.
· Possess a working knowledge of Enterprise SSO. For information about Enterprise SSO, see BizTalk Server 2004 Help at http://go.microsoft.com/fwlink/?linkid=20616.
Installing the PCNS Management Pack

To test the PCNS management pack, you must first install it in MOM by using one of the following procedures.
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To install the PCNS management pack using MOM 2005
1. In the MOM administrative console, select Management Packs and right-click Import Management Pack.

2. In the Import Management Pack window, click Browse.

3. In the Open window, type or browse for the location of the installation media.

4. Select the file named Microsoft Password Change Notification Service.akm.

5. Select Replace Existing Management Pack and Backup Existing Management Pack on Upgrade.

6. Click Next to finalize the installation of the PCNS Management Pack.
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To install the PCNS management pack using MOM 2000

7. In the MOM administrative console, select Processing Rule Groups and right-click Import Management Pack.

8. In the Import Management Pack window, click Browse.

9. In the Open window, type or browse for the location of the installation media.

10. Select the file named Microsoft Password Change Notification Service.akm.

11. Select Replace Existing Management Pack and Backup Existing Management Pack on Upgrade.

12. Click Next to finalize the installation of the PCNS Management Pack.
After you install the MIIS 2003 management pack, be sure to follow your routine procedures for testing, piloting, and deploying management packs. The general recommendations for this process are described in “Deploying Management Packs,” in the MOM 2005 Deployment Guide at http://go.microsoft.com/fwlink/?LinkId=33536. 
For the PCNS Management Pack, you should also test the management pack rules. To test the rules, use one of the following tools to simulate events written to the event logs:

· If MOM is installed on a server running Windows 2000 Server, use the Logevent.exe event logging tool. Logevent.exe uses the following syntax:

logevent.exe -m \\<computer name> -s <severity> -r "<source>" -e <event ID> "<event text>"

Logevent.exe is available in the Windows 2000 Server Resource Kit companion CD. 

· If MOM is installed on a server running Windows Server 2003 use Eventcreate.exe. Eventcreate.exe is located in systemroot\system32. This tool uses the following syntax:

eventcreate [/s Computer [/u Domain\User [/p Password]] {[/l {APPLICATION|SYSTEM}]|[/so SrcName]} /t {ERROR|WARNING|INFORMATION|SUCCESSAUDIT|FAILUREAUDIT} /id EventID /d Description
For example, at the command line type the following:

eventcreate /T ERROR /ID 4001 /L APPLICATION /SO “PCNSSVC”
or

eventcreate /T ERROR /ID 4001 /L APPLICATION /SO “PCNS Filter”

This first command line writes a PCNS Service event to the Application log with the description “The configuration was loaded. There are no active targets configured. No passwords will be queued.” 
The second command line writes a PCNS Filter event to the Application log with the description “The Password Change Notification Service is not started. The password change notification for <server> will not be sent.”
For a complete list of PCNS events, see “Appendix B: PCNS Service Events” and “Appendix C: PCNS Filter Events” later in this guide. 

PCNS Management Pack Operations

You can improve PCNS Management Pack operations by monitoring the PCNS solution development and continuing to monitor your production environment.
Monitoring PCNS Solution Development 

During the development phase of a solution involving the PCNS, the PCNS Management Pack might be used to monitor lab servers and analyze trends in events in order to prioritize design changes. In such a scenario, the solution design team tests the management pack in a lab environment. This testing results in a more finely tuned management pack, which directly contributes to the success of the deployment and operations phases of the PCNS.

Monitoring PCNS Operations 

To maintain the general health of your PCNS environment, triage all PCNS Management Pack alerts on a daily basis. In addition, perform other operations on a regular basis, depending on your environment.

Minor issues that do not generate an alert can occur in a PCNS environment; however, they still require periodic attention. 

You can perform daily and weekly operations as specified in this section. However, it is recommended that you adjust the frequency of these operations to meet the needs of your particular environment.

Daily Operations

On a daily basis, perform the following operations:

· Review all open alerts.

· Verify that all domain controllers are communicating with the MOM console.

Review all open alerts

You should triage all alerts for resolution on a daily basis. Network Operations Center staff can use MOM to view alerts from the PCNS Management Pack. The alerts are categorized by severity; high priority severities include service outages and critical errors.
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Note

You should also pay attention to events that are logged in MOM but do not raise alerts; consider periodically sending a report of these non-alert events to the PCNS application owner for attention.

Service outage alerts

Service outages are usually the result of a problem with a domain controller running PCNS. The event knowledge base for most alerts contains prescribed actions for remedying the situation. Where possible, and where security permits, the prescribed remedy can be performed by Network Operations Center staff. If the prescribed remedy does not resolve the issue, the service outage needs to be escalated to the PCNS Administrator or Microsoft Product Support Services.

Critical error alerts

Critical errors are usually the result of a PCNS configuration issue. Where possible, and where security permits, the prescribed remedy can be performed by Network Operations Center staff. If the prescribed remedy does not resolve the issue, the critical error needs to be escalated to the PCNS Administrator.

Triage all new alerts in the following order of priority:

· Critical Errors

· Alerts with a source name “PCNSSVC” or “PCNS Filter”
· Errors, Warnings

· Informational Alerts (optional)

Not all problems can be repaired in one day or less. Commonly, parts must be ordered or computers must be scheduled for reboot, and so forth. It is important that you follow up on these open alerts to make sure that they are addressed in a timely manner.
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To review open alerts

13. Open the Microsoft Operations Manager Operator console, and then view all alerts that have been generated in the last 24 hours.

14. Address alerts in their order of severity (Critical Errors, Errors, Warnings, and Informational Alerts). Each alert includes knowledge that provides additional information to help you resolve the alert.

Verify That All Domain Controllers Are Communicating with the MOM Console

Any communication failure between the domain controllers and the monitoring infrastructure prevents you from receiving alerts so that you can examine and resolve them.
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To verify that domain controllers are communicating with the MOM console

15. Open the MOM Administrator console, double-click Administration, double-click Computers, and then click Agent-managed Computers.

16. In the right pane, click the Last Contacted column heading.

Clicking Last Contacted sorts the computers based on their last contact time. If the last contact time is greater than five minutes, investigate why the computer is not communicating with MOM. For more information about how to determine why computers are not communicating with MOM, see the MOM 2005 Deployment Guide on the Microsoft Web site at http://go.microsoft.com/fwlink/?LinkId=33536.

Weekly Operations

In addition to the operations that you perform daily, review the following reports weekly:

· AD Domain Changes

· DC Disk Space

· AD Replication Latency Report

· AD SAM Account Errors

Review other reports as appropriate for your installation.

Recommendations for the Network Operations Center

Ideally, a PCNS deployment will enforce identity integration rules across disparate identity repositories with little or no intervention required. However, the reality of distributed systems is that events occur that require attention. Because the Network Operations Center is dedicated to monitoring the health of the network on an ongoing basis, it makes sense to delegate to it as much responsibility as possible for routine PCNS operations. This approach frees the PCNS Administrator and the identity management design team to integrate more identity repositories.

Network Operations Center employees will likely have limited knowledge of the PCNS deployment that they monitor. However, the expert knowledge contained in the PCNS Management Pack is designed to enable Network Operations Center personnel to handle most issues. This knowledge also helps the Network Operations Center make decisions to escalate issues to the appropriate teams.

Routine PCNS operations include a number of tasks that the Network Operations Center should perform on a daily, weekly, or monthly basis. You must adjust the frequency of these tasks to meet the needs of your particular environment. 
For more information about tasks to perform on a regular basis, see “Monitoring PCNS Operations” earlier in this guide. For more information about Troubleshooting PCNS issues, see MIIS 2003 Service Pack 1 (SP1) Help.
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Note

For a baseline of events of interest to the Network Operations Center, see “Appendix B: PCNS Service Events” and “Appendix C: PCNS Filter Events” later in this guide. This initial collection of events that should generate alerts for the Network Operations Center is marked “Yes” in the “Network Operations Center” column.

Tuning the PCNS Management Pack

Once installed, the PCNS Management Pack requires very little tuning. PCNS administrators are normally responsible for determining when tuning is needed and implementing the required changes. Common tuning tasks are:

· Disabling event processing rules

· Adding users to notification groups

· Adding company knowledge to the management pack

Disabling Event Processing Rules

By default, all PCNS event processing rules are enabled in the PCNS Management Pack. None of the event processing rules are configured with responses. Alert processing rules respond to events generated by the event processing rules, based on the severity of the events. 
During testing and piloting you can determine how many events the management pack processes into alerts. If the alerts generated are not of interest, or if too many alerts are being generated, you can use the MOM Administrator console to disable individual event processing rules.

Events that indicate service outages should not be disabled. However, if a service outage event is routinely raised in a particular deployment scenario, and the event is deemed to be innocuous, you can disable the corresponding event rule in the management pack. Disabling specific event rules in such cases reduces the amount of noise produced by the management pack.

For information that is helpful for specific event rule tuning, see “Appendix B: PCNS Service Events” and “Appendix C: PCNS Filter Events” later in this guide.

Adding Users to Notification Groups

It is important that the right alerts are sent to the appropriate people. The PCNS Management Pack uses Notification Groups to respond to alerts. The default Notification Group is PCNS Administrators. You can use the MOM Administrator console to populate the PCNS Administrators group.

Adding Company Knowledge to the Management Pack

The PCNS Management Pack includes a knowledge base that contains information associated with each processing rule. This information embodies knowledge about the meaning and importance of alerts generated by that rule. By default, the knowledge base contains predefined information from Microsoft, to which you can add information specific to your organization. This company knowledge can be stored in MOM, to help operators and administrators respond to those specific issues in the future. 

Company knowledge can be gathered during the development, testing, and piloting phases, but you should also continue to gather knowledge after the PCNS solution is deployed. The following scenarios describe typical situations in which company knowledge is gathered.

Knowledge gathered during piloting

During the pilot program the PCNS deployment team encounters events that are innocuous and can safely be ignored. After consulting with the Active Directory design team it is determined that the PCNS rules are working as expected and that the issue requires escalation to the Active Directory operators. The PCNS deployment team adds this company knowledge to the events in the PCNS Management Pack to assist the Network Operations Center in properly escalating the events to the owners of connected identity systems.

Knowledge gathered after deployment

During normal operations the Network Operations Center encounters events that can be resolved without further escalation. The Network Operations Center adds this company knowledge to the events in the PCNS Management Pack to assist handling of similar events in the future.
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Appendix A: Additional Management Packs Recommended for Use with PCNS
MOM provides out-of-the-box base management packs and predefined rules and performance counters to monitor all of the important technologies on which the PCNS relies. The PCNS Management Pack adds to these capabilities by allowing you to monitor the core aspects of the PCNS itself. You can further enhance monitoring effectiveness by also installing the specific management packs for these technologies. Table 1 lists some of the management packs recommended to use with the PCNS Management Pack:

Table 1   Additional Recommended Management Packs

	Management Pack
	Description
	Examples of Critical Condition Alerts

	Active Directory MP

Active Directory is one of many systems that contain identity data. Deploy the Active Directory Management Pack to monitor the impact on the PCNS.
	· Monitors Active Directory events in system and application event logs 

· Includes performance counters to monitor the overall performance of Active Directory 

· Allows you to perform accurate load balancing and capacity planning 

· Alerts you to possible future problems
	· Active Directory replication failure 

· The global catalog is not available 

· Active Directory is not responding 

· The DNS server for a given domain is not available

	Windows Operating Systems MP

The PCNS runs on Windows Servers. Deploy the Windows Operating Systems Management Pack to monitor the operating system hosting PCNS.
	· Monitors Microsoft® Windows® 2000 and Windows Server 2003 events in the system and application event logs. These events indicate exceptional conditions associated with various aspects of Windows operations 

· Includes several performance counters to monitor the overall performance of the Windows operating system 

· Allows accurate load balancing and capacity planning 

· Allows you to proactively manage your Windows 2000 or Windows Server 2003 operating system configuration, helping increase availability, security, and performance
	· Primary domain controller has failed indicating a possible system failure 

· Conflict for an IP address on a system indicating network configuration errors 

· An illegal server message block was received indicating a possible break-in attempt 

· Service Account Manager (SAM) database failed to write changes to the database, indicating a failure of the security system 

· Windows 2000 audit log is full indicating that audit data might be lost


Appendix B: PCNS Service Events

Table 2 contains specific information for each event produced by PCNS (where event source is PCNSSVC). You can use this information to learn more about the PCNS events and to determine which events to disable in when tuning the PCNS Management Pack. An initial set of baseline events that should generate an alert for the Network Operations Center is marked “Yes” in the Network Operations Center column.
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Note

For all events listed in Table 2, the event processing group is Microsoft Password Change Notification Service\\ Password Change Notification Service 2003\Service.
Table 2   PCNS Service Events

	Event ID
	MOM Rule Name
	Remedy
	Alert Severity
	State Before
	State After
	Alert Tuning Information
	Network Operations Center

	2001
	The Password Change Notification Service started.
	No action required. This is a normal operating state for the server.
	Informational
	Stopped
	Running
	 
	No

	2002
	The Password Change Notification Service stopped.
	If this is unexpected, investigate the cause of the service stopping. Restart the service as necessary.
	Warning
	Running
	Stopped
	This alert should not be disabled
	Yes

	2003
	A new notification queue has been created.
	No action required. This is a normal operating state for the server.
	Informational
	Running
	Running
	 
	No

	2004
	An existing notification queue was found.
	No action required. This is a normal operating state for the server.
	Informational
	Running
	Running
	 
	No

	2005
	The queue size has decreased below the configured warning level.
	No action required. This is a normal operating state for the server.
	Informational
	Running
	Running
	 
	No

	2100
	The password notification has been delivered to all targets.
	No action required. This is a normal operating state for the server.
	Informational
	Running
	Running
	 
	No

	2101
	Target is disabled.
	Check the PCNS Service configuration for the target server and update as necessary.
	Warning
	Running
	Running
	This alert should not be disabled
	Yes

	2102
	Target is enabled.
	Check the PCNS Service configuration for the target server and update as necessary.
	Warning
	Running
	Running
	This alert should not be disabled
	Yes

	2103
	The configuration for a target has been deleted.
	Check the PCNS Service configuration for the target server and update as necessary.
	Warning
	Running
	Running
	This alert should not be disabled
	Yes

	2104
	The Password Change Notification Service is stopping.
	No action required. The service is beginning to shutdown.
	Warning
	Running
	Stopped
	This alert should not be disabled
	Yes

	2105
	The Password Change Notification Service is starting.
	No action required. The service is starting.
	Informational
	Stopped
	Running
	 
	No

	2106
	The service configuration has changed.
	Check the service configuration and modify as needed
	Warning
	Running
	Running
	This alert should not be disabled
	Yes

	2107
	The connection information for a target has changed.
	Check the PCNS Service configuration for the target server and update as necessary.
	Warning
	Running
	Running
	This alert should not be disabled
	Yes

	2108
	The filter for a target has changed.
	Check the PCNS Service configuration for the target server and update as necessary.
	Warning
	Running
	Running
	This alert should not be disabled
	Yes

	2109
	The name translation object failed while translating a user name.
	No action required. This is a normal operating state for the server.
	Informational
	Running
	Running
	 
	No

	2201
	The password notification was received from the filter.
	No action required. This is a normal operating state for the server.
	Informational
	Running
	Running
	 
	No

	2202
	The target requested a delay in notifications.
	No action required. This is a normal operating state for the server.
	Informational
	Running
	Running
	 
	No

	2300
	A thread has been started to send notifications to target.
	No action required. This is a normal operating state for the server.
	Informational
	Running
	Running
	 
	No

	2301
	The thread for a target has stopped.
	No action required. This is a normal operating state for the server.
	Informational
	Running
	Running
	 
	No

	2302
	A notification has been sent.
	No action required. This is a normal operating state for the server.
	Informational
	Running
	Running
	 
	No

	2303
	The password notification security filter has blocked a notification.
	No action required. This is a normal operating state for the server. If you believe this change was inappropriately blocked, review the security filter on the PCNS service configuration.
	Warning
	Running
	Running
	This alert should not be disabled
	Yes

	4001
	The configuration was loaded. There are no active targets configured. No passwords will be queued.
	Use the PCNSCFG command line utility to configure targets for the password change notifications.
	Critical Error
	Running
	Health Degraded
	This alert should not be disabled
	Yes

	4002
	The configuration was refreshed. There are no active targets configured. No passwords will be queued.
	Use the PCNSCFG command line utility to configure targets for the password change notifications.
	Critical Error
	Running
	Health Degraded
	This alert should not be disabled
	Yes

	4003
	The target server has not responded to a password notification.
	Investigate the target service to make sure it is operating normally.
	Warning
	Running
	Connectivity degraded
	This alert should not be disabled
	Yes

	4004
	The target server has not responded to a status query.
	Investigate the target service to make sure it is operating normally.
	Warning
	Running
	Connectivity degraded
	This alert may be disabled - it represents a transient error that may occur during normal operation under some circumstances, such as reduced network availability.
	Yes

	4005
	The queue size for a target has reached or exceeded the configured warning level.
	Investigate the target service to make sure it is operating normally.

If the configured warning level is too low, use the PCNSCFG command line utility to configure the warning level for this target.
	Error
	Running
	Health Degraded
	This alert should not be disabled
	Yes

	4100
	The password notification could not be delivered to all targets.
	Investigate the failed target service(s) to make sure they are operating normally.
	Error
	Running
	Data Synchronization degraded
	This alert should not be disabled
	Yes

	4101
	The Active Directory object for an account could not be found.
	Check Active Directory for the existence of the object.
	Error
	Running
	Data Synchronization degraded
	This alert should not be disabled
	Yes

	4200
	This password notification has exceeded the retry limit for the target.
	Check that the server is available and that the domain controller is able to resolve and connect to the Target server's address.
	Error
	Running
	Data Synchronization degraded
	This alert should not be disabled
	Yes

	4201
	There are no active targets configured.  A password notification will not be queued for delivery.
	Use the PCNSCFG command line utility to configure targets for the password change notifications.
	Error
	Running
	Health Degraded
	This alert should not be disabled
	Yes

	4202
	While loading the queue file from disk, all targets scheduled for the following password notification have been disabled or deleted from the configuration.
	Existing notifications have already been discarded. Use the PCNSCFG command line utility to configure targets for new password change notifications.
	Warning
	Running
	Health Degraded
	This alert should not be disabled
	Yes

	4203
	While refreshing the server configuration, all targets scheduled for the following password notification have been disabled or deleted from the configuration.
	Existing notifications have already been discarded. Use the PCNSCFG command line utility to configure targets for new password change notifications.
	Warning
	Running
	Health Degraded
	This alert should not be disabled
	Yes

	4204
	While refreshing the server configuration, the following password notification has expired or exceeds the configured maximum queue length.
	No action required. This is a normal operating state for the server.
	Warning
	Running
	Health Degraded
	This alert should not be disabled
	Yes

	4205
	While loading the queue file from disk, the password notification has expired.
	No action required. This is a normal operating state for the server.
	Warning
	Running
	Data Synchronization degraded
	This alert should not be disabled
	Yes

	4206
	The target requested an invalid delay in notifications.
	Inspect the event logs for the target server for unusual activity. If this condition is persistent, contact Product Support for the target application to investigate further.
	Warning
	Running
	Running
	This alert should not be disabled
	Yes

	4207
	The target requested a negative delay in notifications.
	Inspect the event logs for the target server for unusual activity. If this condition is persistent, contact Product Support for the target application to investigate further.
	Warning
	Running
	Running
	This alert should not be disabled
	Yes

	4208
	A password notification has expired or exceeds the configured maximum queue length.
	Check the target services to ensure they are running and accepting password notifications in a timely manner.
	Error
	Running
	Data Synchronization degraded
	This alert should not be disabled
	Yes

	4301
	A negative acknowledgement was received.
	Check the target service to ensure it is running and accepting password notifications.
	Error
	Running
	Data Synchronization degraded
	This alert should not be disabled
	Yes

	6000
	The configuration information does not exist in Active Directory.
	Use the PCNSCFG command line utility to configure targets for the password change notifications. This utility will create the container if it does not exist.
	Critical Error
	Running
	Stopped
	This alert should not be disabled
	Yes

	6001
	The queue file is corrupted.
	Investigate the server event logs for unexpected events that may have lead to the corruption. For instance, a power failure may interrupt a write to the file, leaving it in a corrupted state.
	Critical Error
	Running
	Health Degraded
	This alert should not be disabled
	Yes

	6002
	The handshake between the password filter and the service failed.
	Try restarting the service. If this problem persists, uninstall and reinstall PCNS.
	Critical Error
	Running
	Stopped
	This alert should not be disabled
	Yes

	6004
	An error occurred translating a user name.
	If this problem persists for a single object, use PCNSCFG to lower the maximum number of retries to a small enough value to flush this entry from the queue. Once the entry has been flushed from the queue, use the PCNSCFG command line utility to raise the limit back to the original setting.
	Critical Error
	Running
	Health Degraded
	This alert should not be disabled
	Yes

	6005
	An error occurred decrypting the password for an object.
	This scenario generally indicates a problem with the service application. Contact Microsoft PSS for assistance.
	Critical Error
	Running
	Health Degraded
	This alert should not be disabled
	Yes

	6006
	Error opening registry key.
	Make sure that the following registry keys exist::

HKLM\SYSTEM\CurrentControlSet\Services\PCNSSVC\Parameters

HKLM\SYSTEM\CurrentControlSet\Services\Eventlog\Application\PCNSSVC
	Critical Error
	Running
	Health Degraded
	This alert should not be disabled
	Yes

	6007
	Error reading a value from the registry.
	By default, this registry value does not exist. If it has been added, check to ensure this value is of type REG_DWORD, and is in the range of 0x0000000 - 0xFFFFFFFF. The default value is 0x0000EA60 (60000 milliseconds).
	Critical Error
	Running
	Health Degraded
	This alert should not be disabled
	Yes

	6008
	Error writing a value to the registry.
	Make sure that the following registry key exists and that the SYSTEM account has write access:

HKLM\SYSTEM\CurrentControlSet\Services\Eventlog\Application\PCNSSVC
	Critical Error
	Running
	Health Degraded
	This alert should not be disabled
	Yes

	6009
	The signature in the notification header is invalid.
	This scenario generally indicates a problem with the service application. Contact Microsoft Product Support Services (PSS) for assistance.
	Critical Error
	Running
	Health Degraded
	This alert should not be disabled
	Yes

	6010
	The SID in the notification structure is invalid.
	This scenario generally indicates a problem with the service application. Contact Microsoft PSS for assistance.
	Critical Error
	Running
	Health Degraded
	This alert should not be disabled
	Yes

	6011
	The number of bytes requested from the queue file did not match the number of bytes read.
	You should review the server access logs and installation logs to determine if the service was tampered with in some way
	Critical Error
	Running
	Health Degraded
	This alert should not be disabled
	Yes

	6012
	An error occurred seeking to offset in the queue file.
	You should review the server access logs and installation logs to determine if the service was tampered with in some way
	Critical Error
	Running
	Health Degraded
	This alert should not be disabled
	Yes

	6013
	An error occurred while reading the queue file.
	You should review the server access logs and installation logs to determine if the service was tampered with in some way
	Critical Error
	Running
	Health Degraded
	This alert should not be disabled
	Yes

	6014
	The signature in the queue file header is invalid.
	You should review the server access logs and installation logs to determine if the service was tampered with in some way
	Critical Error
	Running
	Health Degraded
	This alert should not be disabled
	Yes

	6015
	The queue file is invalid.
	You should review the server access logs and installation logs to determine if the service was tampered with in some way
	Critical Error
	Running
	Health Degraded
	This alert should not be disabled
	Yes

	6016
	The queue file header is invalid.
	You should review the server access logs and installation logs to determine if the service was tampered with in some way
	Critical Error
	Running
	Health Degraded
	This alert should not be disabled
	Yes

	6017
	The queue file entry at offset is invalid.
	You should review the server access logs and installation logs to determine if the service was tampered with in some way
	Critical Error
	Running
	Health Degraded
	This alert should not be disabled
	Yes

	6018
	An error occurred while writing the queue file.
	You should review the server access logs and installation logs to determine if the service was tampered with in some way
	Critical Error
	Running
	Health Degraded
	This alert should not be disabled
	Yes

	6022
	Error returned from the CryptoAPI.
	This scenario generally indicates a problem with the service application. Contact Microsoft PSS for assistance.
	Critical Error
	Running
	Health Degraded
	This alert should not be disabled
	Yes

	6023
	Error copying string value.
	This scenario generally indicates a problem with the service application. Contact Microsoft PSS for assistance.
	Critical Error
	Running
	Health Degraded
	This alert should not be disabled
	Yes

	6024
	The data is very large and cannot be processed.
	This scenario generally indicates a problem with the service application. Contact Microsoft PSS for assistance.
	Critical Error
	Running
	Health Degraded
	This alert should not be disabled
	Yes

	6025
	Password Change Notification Service received an RPC exception attempting to deliver a notification.
	The event message will typically provide clues to the source of the error. Check that the server is available and that the domain controller is able to resolve and connect to the target server's address. If there is a firewall between the domain controller and the target server, check that the necessary RPC ports are open. Check that the SPN is configured properly both on the target object and on the account running the target service.
	Critical Error
	Running
	Data Synchronization degraded
	This alert should not be disabled
	Yes

	6026
	This machine is not a domain controller.
	Uninstall PCNS from the specified machine.
	Critical Error
	Running
	Stopped
	This alert should not be disabled
	Yes

	6027
	The service failed to create an RPC binding for target.
	Use the PCNSCFG command line utility to configure targets for the password change notifications.
	Critical Error
	Running
	Connectivity degraded
	This alert should not be disabled
	Yes

	6028
	A target thread terminated unexpectedly.
	This scenario generally indicates a problem with the service application. Contact Microsoft PSS for assistance.
	Critical Error
	Running
	Stopped
	This alert should not be disabled
	Yes

	6029
	There are more than the maximum number of targets configured in Active Directory.
	Use the PCNSCFG command line utility to delete some of the targets.
	Critical Error
	Running
	Data Synchronization degraded
	This alert should not be disabled
	Yes

	6030
	The configuration container has been deleted from Active Directory.
	Investigate why the configuration container was deleted from Active Directory. Use the PCNSCFG command line utility to recreate the container and add new targets.
	Critical Error
	Running
	Stopped
	This alert should not be disabled
	Yes

	6031
	The target thread was unable to open the queue.
	This scenario generally indicates a problem with the service application. Contact Microsoft PSS for assistance.
	Critical Error
	Running
	Health Degraded
	This alert should not be disabled
	Yes

	6032
	The filter configuration is invalid.
	Use the PCNSCFG command line utility to re-configure the security filters for this target.
	Critical Error
	Running
	Health Degraded
	This alert should not be disabled
	Yes

	6033
	The RPC listener thread exited unexpectedly.
	This scenario generally indicates a problem with the service application. Contact Microsoft PSS for assistance.
	Critical Error
	Running
	Stopped
	This alert should not be disabled
	Yes

	6034
	The hash length calculated for this entry does not match the hash length in the queue file header.
	Review the server access logs and installation logs to determine if the service was tampered with in some way
	Critical Error
	Running
	Data Synchronization degraded
	This alert should not be disabled
	Yes

	6035
	The registry value is not defined as the correct type.
	Check the RpcCallTimeout value defined in registry key HKLM\SYSTEM\CurrentControlSet\Services\PCNSSVC\Parameters. If it is not defined as type REG_DWORD, delete the value and add it back using the REG_DWORD type.
	Critical Error
	Running
	Health Degraded
	This alert should not be disabled
	Yes

	6036
	Password Change Notification Service received an RPC exception querying the status of the target.
	The event message will typically provide clues to the source of the error. Check that the server is available and that the domain controller is able to resolve and connect to the target server's address. If there is a firewall between the domain controller and the target server, check that the necessary RPC ports are open. Check that the SPN is configured properly both on the target object and on the account running the target service.
	Critical Error
	Running
	Data Synchronization degraded
	This alert may be disabled - it represents a transient error that may occur during normal operation under some circumstances, such as reduced network availability.
	Yes

	6037
	An error occurred processing a password change notification received from Active Directory
	This scenario generally indicates a problem with the service application. Contact Microsoft PSS for assistance.
	Critical Error
	Running
	Data Synchronization degraded
	This alert should not be disabled
	Yes

	6038
	An error occurred converting an object SID into an object GUID.
	Inspect the event message for details of the failure. If the object no longer exists in Active Directory, then this event will be logged and the notification will be discarded.
	Critical Error
	Running
	Data Synchronization degraded
	This alert should not be disabled
	Yes

	6039
	An error occurred calling ADSI to retrieve the object.
	The nature of the error determines what the service does with the notification. If the error is a timeout, server down, service unavailable, or busy, then the notification will be added to the queue for subsequent processing. Any other error will result in the notification being discarded and event 6037 being logged with the name of the object that was discarded.
	Critical Error
	Running
	Data Synchronization degraded
	This alert should not be disabled
	Yes

	7000
	An unexpected error occurred.
	This scenario generally indicates a problem with the service application. Contact Microsoft PSS for assistance.
	Critical Error
	Running
	Health Degraded
	This alert should not be disabled
	Yes


Appendix C: PCNS Filter Events

Table 3 contains specific information for each event produced by PCNS filter (where event source is PCNS Filter). You can use this information to learn more about the PCNS events and to determine which events to disable in when tuning the PCNS Management Pack. An initial set of baseline events that should generate an alert for the Network Operations Center is marked “Yes” in the Network Operations Center column.
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Note

For all events listed in Table 3, the event processing group is Microsoft Password Change Notification Service\\ Password Change Notification Service 2003\Filter.

Table 3   PCNS Filter Events
	Event ID
	MOM Rule Name
	Remedy
	Alert Severity
	State Before
	State After
	Alert Tuning Information
	Network Operations Center

	4001
	The Password Change Notification Service is not started.
	Inspect the event logs to determine why the PCNS service is not running and take corrective action as necessary. Restart the PCNS service.
	Critical Error
	Password Change Notification Filter Loaded.
	Password change notifications degraded.
	This event should not be disabled
	Yes

	6000
	The request for notifications is invalid at this time.
	Review the security logs on the server to identify the individual that was logged on at the time of the event.
	Critical Error
	Password Change Notification Filter Loaded.
	Password change notifications degraded.
	This event should not be disabled
	Yes

	6002
	The Password Change Notification Filter DLL is not loaded in the LSASS process.
	Review the security logs on the server to identify the individual that was logged on at the time of the event.
	Critical Error
	Password Change Notification Filter Loaded.
	Password change notifications degraded.
	This event should not be disabled
	Yes

	6003
	The Password Change Notification service executable is not digitally signed.
	Something has tampered with the PCNS service and rendered it invalid.  Investigate the PCNS installation to determine the source of the change.
	Critical Error
	Password Change Notification Filter Loaded.
	Password change notifications degraded.
	This event should not be disabled
	Yes

	6004
	The Password Change Notification service executable failed while verifying the file signature.
	Something has tampered with the PCNS service and rendered it invalid. Investigate the PCNS installation to determine the source of the change.
	Critical Error
	Password Change Notification Filter Loaded.
	Password change notifications degraded.
	This event should not be disabled
	Yes

	6006
	Error opening registry key.
	Reinstall the PCNS service
	Critical Error
	Unknown
	Unknown
	This event should not be disabled
	Yes

	6007
	Error reading a value from the registry.
	Reinstall the PCNS service
	Critical Error
	Unknown
	Unknown
	This event should not be disabled
	Yes

	6008
	Error writing a value to the registry.
	Reinstall the PCNS service
	Critical Error
	Unknown
	Unknown
	This event should not be disabled
	Yes

	6009
	Error initializing the security descriptor.
	If RPC Service is not running, start it.  If the RPC service is running, or if this does not resolve the issue, contact Microsoft Product Support Services (PSS) for assistance.
	Critical Error
	Password Change Notification Filter Loaded.
	Password change notifications degraded.
	This event should not be disabled
	Yes

	6010
	Error initializing the LPC server.
	If RPC Service is not running, start it.  If the RPC service is running, or if this does not resolve the issue, contact Microsoft PSS for assistance.
	Critical Error
	Password Change Notification Filter Loaded.
	Password change notifications degraded.
	This event should not be disabled
	Yes

	6011
	Error stopping the LPC server.
	If RPC Service is not running, start it.  If the RPC service is running, or if this does not resolve the issue, contact Microsoft PSS for assistance.
	Critical Error
	Password Change Notification Filter Loaded.
	Password change notifications degraded.
	This event should not be disabled
	Yes

	6013
	The password filter failed to deliver the password to the Password Change Notification Service.
	Restart the PCNS Service.
	Critical Error
	Password Change Notification Filter Loaded.
	Password change notifications degraded.
	This event should not be disabled
	Yes

	6014
	Error importing the session key.
	Start the service again. If this does not resolve the problem, contact Microsoft PSS for assistance.
	Critical Error
	Password Change Notification Filter Loaded.
	Password change notifications degraded.
	This event should not be disabled
	Yes

	6015
	Error initializing the RPC binding to the service.
	Start the service again. If this does not resolve the problem, contact Microsoft PSS for assistance.
	Critical Error
	Password Change Notification Filter Loaded.
	Password change notifications degraded.
	This event should not be disabled
	Yes

	6016
	Error creating a thread to start the service.
	Reboot the server. If this does not resolve the issue, contact Microsoft PSS for assistance.
	Critical Error
	Password Change Notification Filter Loaded.
	Password change notifications degraded.
	This event should not be disabled
	Yes

	6017
	Error accessing the Service Control Manager.
	If RPC Service is not running, start it.  If the RPC service is running, or if this does not resolve the issue, contact Microsoft PSS for assistance.
	Critical Error
	Password Change Notification Filter Loaded.
	Password change notifications degraded.
	This event should not be disabled
	Yes

	6018
	Error returned from the CryptoAPI.
	Start the service again. If this does not resolve the problem, contact Microsoft PSS for assistance.
	Critical Error
	Password Change Notification Filter Loaded.
	Password change notifications degraded.
	This event should not be disabled
	Yes

	6019
	Error allocating memory.
	Investigate the processes on the server to determine which process is consuming all of the memory resources. Try rebooting the server. If this does not resolve the issue, contact Microsoft PSS for assistance.
	Critical Error
	Password Change Notification Filter Loaded.
	Password change notifications degraded.
	This event should not be disabled
	Yes

	6020
	Error retrieving the path to the service executable.
	If RPC Service is not running, start it.  If this does not resolve the problem, reboot the server. If this does not resolve the problem, contact Microsoft PSS for assistance.
	Critical Error
	Password Change Notification Filter Loaded.
	Password change notifications degraded.
	This event should not be disabled
	Yes

	6021
	The filter waited for the service to stop but service is still running. This request will be cancelled.
	This is most likely because the domain controller is under heavy load.

Initially, the appropriate response is to manually start the service.

If this situation occurs repeatedly, try adding or changing the value of the registry key HKLM\SYSTEM\CurrentControlSet\Services\PCNSSVC\Parameters\ServiceStopWaitTime to a higher value (type: DWORD, default=180) to increase the amount of time that the filter waits for a response from the PCNS service before timing out.
	Critical Error
	Password Change Notification Filter Loaded.
	Password change notifications degraded.
	This event should not be disabled
	Yes

	6023
	Error copying string value.
	This is an internal filter error. Contact Microsoft PSS for assistance.
	Critical Error
	Password Change Notification Filter Loaded.
	Password change notifications degraded.
	This event should not be disabled
	Yes

	7000
	An unexpected error occurred.
	This is an internal filter error. Contact Microsoft PSS for assistance.
	Critical Error
	Password Change Notification Filter Loaded.
	Password change notifications degraded.
	This event should not be disabled
	Yes


